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Abstract

The major goal of Windows XP Service Pack 2 is to reduce common available
scenarios for malicious attack on Windows XP. The Service Pack will reduce the
effect of most common attacks in four ways:

1. Improvement in shielding Windows XP from the network
a. RPC and DCOM communication enhancements
b. Enhancements to the internal Windows firewall

2. Enhanced memory protection

3. Safer handling of e-mail

4. Internet Explorer security enhancements.

Most OPC Clients and Servers use DCOM to communicate over a network and
thus will be impacted due to the changes in Service Pack 2. When Service Pack
2 is installed with its default configuration settings, OPC communication via
DCOM will cease to work. This paper describes the settings necessary to restore
OPC communication when using XP Service Pack 2 (SP2).

SP2 includes many changes and security enhancements, two of which directly
impact OPC via DCOM. First new DCOM limit settings have been added.
Secondly the software firewall included with XP has been greatly enhanced and
is turned on by default.

Since the callback mechanism used by OPC essentially turns the OPC Client into
a DCOM Server and the OPC Server into a DCOM Client, the instructions
provided here must be followed on all nodes that contain either OPC Servers or
OPC Clients.

Note: OPC communication that is confined to a single machine (using COM, but
not DCOM) will continue to work properly after installing XP SP2 without
following the instructions in this white paper.

Windows Firewall

The Windows Firewall allows traffic across the network interface when initiated
locally, but by default stops any incoming “unsolicited” traffic. However, this
firewall is “exception” based, meaning that the administrator can specify
applications and ports that are exceptions to the rule and can respond to
unsolicited requests.

The firewall exceptions can be specified at two main levels, the application level
and the port and protocol level. The application level is where you specify which
applications are able to respond to unsolicited requests and the port and protocol
level is where you can specify the firewall to allow or disallow traffic on a specific
port for either TCP or UDP traffic. To make any OPC client/server application
work via DCOM, changes need to be made on both levels.
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Note: Developers of OPC Products may want to automatically make the
necessary firewall settings programmatically. Microsoft supplies the Windows
Firewall API to support this:

http://msdn.microsoft.com/library/default.asp?url=/library/en-us/ics/ics/inetfwauthorizedapplication_name.asp

Configuring the Firewall

1. By default the windows firewall is set to “On”. This setting is recommended by
Microsoft and by OPC to give your machine the highest possible protection. For
trouble shooting, you may wish to temporarily turn off the firewall to prove or
disprove that the firewall configuration is the source of any communication failure.

Note: It may be appropriate to permanently turn off the firewall if the machine is
sufficiently protected behind a corporate firewall. When turned off, the individual
firewall settings outlined here need not be performed to allow OPC
communication.

%= Windows Firewall

General | Exceptions | Advanced|

%;l “windmes Firewall is helping to protect wour PC

“Windows Firewall helps protect your computer by preventing unauthonzed users
from gaining access to your computer through the Internet or a network.

@ on ij

Thiz setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[]Don't allow exceptions
Select this when you connect o public networks in less secure
locations, zuch as airpartz, Y'ou will not be notified when Windowes

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Off (not recommended])

Awvoid Lging thiz setting, Tuming off “Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | khow about Windows Firewsll?

Ok l [ Cancel
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2. Select the “Exceptions” tab and add all OPC Clients and Servers to the
exception list. Also add Microsoft Management Console (used by the DCOM
configuration utility in the next section) and the OPC utility OPCEnum.exe found
in the Windows\System32 directory.

% Windows Firewall X

| Gieneral | Exceplions '_Advanced_

“windows Firewallis blocking incoming network. connections, except for the
programs and services sslected helow. Adding sxceptions sllows some programs
to work, better but might increase your securnity risk,

Programs and Services

Mame
[ File and Printer Sharing
Gendgent.exe
GenRegisharServer exe
Graphiwfor32
L&SEngine. exe
License Manitor
Microsoft Management Console
OPC DataSpy
OPC Simulstar
Remote Assistance

L M1 Bemate Neskinn

( sddrogam. | [ addPot. ][ Edt. [ Delete

Display a notification when Windows Firewal blocks a program

‘wihat are the risks of allowing exceptions?

In the Add a Program dialog, there is a listing of most applications on the
machine, but note that not all of them show up on this list. Use the “Browse”
button to find other executables installed on the computer.

Note: Only EXE files are added to the exceptions list. For in-process OPC
Servers and Clients (DLLs and OCXs) you will need to add the EXE applications
that call them to the list instead.

Add a Program @

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

@. Alarm Server Configurator
81 tlarivioieaz

Carousel

B2 Datawora2

B DBEOPCServerConfiguratar

§" oiocom

3 FreeCel

i GenDOS3 to GRW1E

£ GenDOS4 to GRw1E
| B8 GenStatistics Viewer v '

Path: | C:\Prooram Files\CONICS\GENE S15-324Bint, |

) (o]
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3. Add TCP port 135 as it is needed to initiate DCOM communications, and allow
for incoming echo requests. In the Exceptions tab of the Windows Firewall, click
on Add Port.

%= Windows Firewall

| General | Exeeplions | Advanced|

“windaws Firewall is blacking incoming network connections, except for the
programs and services selected below. Adding exceptions allows some programs
towark better but might increase your security risk.

Froarams and Services:
| Mame ~
[ File: and Frinter Shating
Gendgent.exe
GenRegistrarServer exe
Graphivw'ond32
LASEngine. exe
License Manitor
Microsoft Management Conscle
OPC DataSpy
OPC Sirnulator
Riemote Assistance
L Remnte Neskinn =)

Add Program... ‘ Add Port.. l Edit...

Display a notification when Windows Firewall blacks 5 program

“what are the risks of allowing exceptions?

In the Add a Port dialog, fill out the fields as follows:
Name: DCOM
Port number: 135
Choose the TCP radio button

Add a Port X]
Use these settings to open a port through ‘Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want fo use.

MNarne: DEDM

Port number: [135

®1CP O upp

wihat are the risks of opening & part?

e

DCOM Enhancements

Service Pack 2 for Windows XP has also made some security enhancements to
DCOM,; two in particular need to be taken into consideration when using OPC on
a network: First, the default Launch and Access permissions dialogs have been
modified to allow the user to configure “limits” on the permissions given to
applications using DCOM. Secondly, for each user now defined in the Launch
and Access permissions, both local and remote access can be explicitly defined.
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A brief background on default Launch and Access permissions in DCOM: Launch
permissions define who can launch a COM based application (such as an OPC
server) both over the network or locally. Access permissions define who can
access that application once it has been launched. Applications can get their
Launch and Access permissions from one of three places: they can use explicitly
defined setting for their application, they can use the default permissions or they
can set their own permissions programmatically. Because an application could
set its own permissions programmatically, the explicitly defined or default settings,
although set properly, may not be used and therefore the user is not able to
explicitly have control over these settings. To overcome this security flaw,
Microsoft has added “limits” to the DCOM security settings from Launch and
Access to limit the permissions that an application can use. This limit prevents
the application from using permissions beyond what is specified in the DCOM
configuration settings. By default the limits set by Service Pack 2 will not allow for
OPC communications over the network.

In addition to the new permissions limits, one must now specify if the user or
group specified has permissions locally or remotely (or both). In order for OPC
applications to work over the network with DCOM, the permissions must be set
such that remote users can launch and/or access the OPC servers and clients on
the machine.

Configuring DCOM
DCOM has settings for:

- the machine default
- each server

The machine default settings are used when there are no custom settings for the
specific COM (OPC) server. If a server has custom settings then changes in the
default settings have no effect for this server.

© 2004-2006 OPC Foundation, Inc.  -5- All Rights Reserved



Using OPC via DCOM with Version 1.10

Microsoft Windows XP
Service Pack 2

Configuring DCOM Machine Default

Follow these steps to configure the DCOM machine default settings for OPC
Communications using Windows XP Service Pack 2:

1. Goto Start -> Run and type DCOMCnfg and click on OK.

- Type the name of a program, folder, document, ar
ot Internet resource, and Windows will open it For wou,

Cpen: | DCOMCnfg W |

[ (a4 H Cancel ][ Browse, ,. ]

Iy Slaﬂ

2. Click on Component Services under the Console Root to expand it.

3. Click on Computers under Component Services to expand it.

4. Right click on My Computer in the pane on the right and select Properties
e Component Services |Z]@|z|

@ File  Action  Wiew  Window  Help

EENC IR SNy

|1 Console Root Computers 1 o.llj.jec

— @ Camponent Services

i B £ Computers @

! # @ My Cormputer ,  Stop M3 DTC

+ Ever!t Wiewer (Local) | Refresh all components

[+ Services (Local) _
Wiew 3
Properties

© 2004-2006 OPC Foundation, Inc.  -6- All Rights Reserved



Using OPC via DCOM with

Microsoft Windows XP
Service Pack 2

Version 1.10

5. Gotothe COM Security tab and note these are the four permission
configurations that we will have to edit:

My Computer Properties @@
General Options D efault Properties
Default Pratocals MSOTC COM Security

Access Pemissions

'ou may edit who iz allowed default access to applications. You may
alzo set limitz on applications that determine their own permissions.

Edit Default...

Launch and &ctivation Permissions

“'ou may edit wha iz allowed by default to launch applications or
activate objects. rou may alzo zet limitz on applications that
deternine their own permissions.

Edit Limits. .. Edit Default...

[ 0k ] [ Cancel

6. Edit the Limits for Access and Launch
a. Access Permissions - Edit Limits...
You need to check the Remote Access box for the user labeled
ANONYMOUS LOGIN in this dialog.
Note: This setting is necessary for OPCEnum.exe to function and for some OPC
Servers and Clients that set their DCOM 'Authentication Level' to 'None' in order
to allow anonymous connections. If you do not use OPCEnum you may not need
to enable remote access for anonymous users.

© 2004-2006 OPC Foundation, Inc.

21
Security Limitz |
Group or user names:
!EEANDNYMDUS LOGOM
!ﬁ Everyone
Add.. | Bemove |
Permiszions for AMONYMOUS
LOGOM Allow Deny
Local Access _ a
Remote Access [m ]
(1] I Cancel
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b. Launch and Activation Permissions —Edit Limits...
You need to check the remote boxes for the user labeled Everyone in
this dialog.
Note: Since Everyone includes all authenticated users, it is often desirable to
add these permissions to a smaller subset of users. One suggested way to
accomplish this is to create a group named “OPC Users” and add all user
accounts to this group that will execute any OPC Server or Client. Then
substitute “OPC Users” everywhere that Everyone appears in these
configuration dialogs.

Launch Permission

Security Limits l

Group or user names:

!ﬁ Adminiztrators [wkXP-2%Administratars]

YEPONE

Add.. | Bemaove |

Permizsions for Everyone Allow Dreny

Local Launch
Remate Launch
Local Activation

KEEE
oooa

Riemote Activation

oK | Cancel 1

7. Edit Default Permissions for Access and Launch

For each user (or group) that participates in OPC communication (e.g. “OPC
Users”), make sure that both the Local Allow and Remote Allow checkboxes
are both checked.

Access Permissions per user:

Permizzions for Evenone Al Deny
Local Access Fi
Fiemate Access Fi

Launch and Activation permissions per user:

Permizzionz far Everpone Al Dery

Local Launch
Remate Launch
Lozal Activation

EEEE
o000

Femate Activation
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Configuring DCOM for an individual OPC Server

Follow these steps to configure DCOM for a specific COM server for OPC
Communications using Windows XP Service Pack 2:

1. Goto Start -> Run and type DCOMCnfg and click on OK.

- Type the name of a program, folder, document, ar

ot Internet resource, and Windows will open it For wou,

Cpen: | DCOMCnfg W I

[ (a4 H Cancel ][ Browse, ,.

2. Click on Component Services under the Console Root to expand it.
3. Click on Computers under Component Services to expand it.
4. Right click on My Computer in the pane on the right and select Properties
5. Double Click bDcOM Config

'+ Component Services M=

@ File Action  Wiew Window  Help ___{gj_*_j

e+ Ba@E xR 20 =" i l

C:I Console Root # | [ MQ Cu-rhputer 4 ohject(s)

?grg[;?:;&te ?Serw:es ] C’ - C’ D

= & My Computer | com+ Distributed  Running

- COMH application Applications
=[] DComM Config
e P o e

Transacti... Processes

b

LEX

@ File  Action View Window Help | =lglx]

e = |G| X & 2T e
C_I Consale Root | | DCOM Canfig _
—@ Component Services | Name [ Application 1D ”~
| ‘B CoNpfers | |@»2DM Document {F4EEE268-664C-1102-A06E-00CD.
- B My Computer — |#adobe Acrabat 7. 0 Document  {BBO1CABS-A1FC-11D0-85AD-4445

+ (3 com+ Application o Ackeosnl DA Sirmulation
: & § DCOM Config o | advosol HDA Test Ser
< ! ¥ |

ol JCF-D45F-41CF-0B14-BBA6
DEE-CCac-4abD-ACAB-7SSE W
Properties . I >

Wi

, FS
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7. In the server property page select the Security tab

2 X

Advosol DA Simulation Server Prop...

General iul:ocation- Security _.E-ncii;nnints' :'ia—entily:

— General propertiez of thiz DCOM application -

Application Marme: Advosol DA Simulation Server
Application 1D {51997 3CF-D45F-41CF-9814-8BAR82D 65407}

Application Type: Local Server

Authentication Lewvel:

Local Path:

[ ak ][ Cancel ] Apphy

8. Edit the server permissions settings. Select Customize and click the Edit
button.

Advosol DA Simulation Server Prop...

_._IjeneraI-M"II_ocatinn.g Security !E&iﬁnints. :.ia-entit_l,l:

 Launch and Activation Permizsions

7 Lze Default

* Customize Edit...

 dccess Pemizzions

" Use Default

& Customize Edit...

 Configuration Permizsions

o ze Defaul

 Customize

0k ] [ Cancel l [ Apply
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9. Edit the Launch/Activation Permissions

For each user (or group) that participates in OPC communication (e.g. “OPC
Users”), make sure that both the Local Allow and Remote Allow
checkboxes are both checked.

Note: This setting is necessary for OPCEnum.exe to function and for some OPC
Servers and Clients that set their DCOM 'Authentication Level' to 'None' in order
to allow anonymous connections. If you do not use OPCEnum you may not need
to enable remote access for anonymous users.

Note: Since Everyone includes all authenticated users, it is often desirable to
add these permissions to a smaller subset of users. One suggested way to
accomplish this is to create a group named “OPC Users” and add all user
accounts to this group that will execute any OPC Server or Client. Then
substitute “OPC Users” everywhere that Everyone appears in these
configuration dialogs.

Launch Permission

Security l
Group or User names:
AMNONYMOUS LOGOMN
ﬁ: Evervone
Add... | Femove |

Fermizsians for AMOMNYMOUS

LOGOM Allow Deny
Lozal Launch ||
Femote Launch |
Lozal Activation Fl
Fiemate Activation ]

ak. | Cancel
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10. Edit the Access Permissions

For each user (or group) that participates in OPC communication (e.g. “OPC
Users”), make sure that both the Local Allow and Remote Allow
checkboxes are both checked.

Note: The Launch and Access users are not necessarily the same, even for a
single client application. Windows uses the thread security token for the
launch/activation but the process token for the access. The two security tokens
may be different.

Access Permission

Security l

GIDUD ar Wger names:

ﬁ: Evervone
Add... | Femove |
Permiszsions for Evernone Allow Deny
Local Access ||
Femote dooess |

QK. Cancel
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Disclaimer

Although the paper is based on “best practices” as judged by the authors, the
OPC Foundation and the authors assume no responsibility for its accuracy or
suitability for application by its readers.
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